Login / Create Account

UPCOMING VIRTUAL EVENT | 10.27.2022

SUPERCHARGING MODERN DATA CENTERS AN
WITH NVIDIA NETWORKING SOLUTIONS

HOME > NEWS > GOVERNMENT

US Treasury exempts Internet communication
providers from Russia sanctions

Prioritizes free flow of information following Ukraine invasion

April 11, 2022 By: Sebastian Moss D Be the first to comment
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The US Treasury has exempted the provision of Internet communication services from US sanctions against
Russia.

The move was welcomed by human rights and open access groups.

“The exportation or reexportation, sale, or supply, directly or
indirectly, from the United States or by US persons, wherever
located, to the Russian Federation of services, software,
hardware, or technology incident to the exchange of
communications over the Internet, such as instant messaging,
videoconferencing, chat and email, social networking, sharing
of photos, movies, and documents, web browsing, blogging,
web hosting, and domain name registration services, that is
prohibited by the RuHSR, is authorized,” Bradley T. Smith, the
deputy director at the Office of Foreign Assets Control, said. — Wikipedia

There are a few exceptions, however, such as working with certain Russian financial institutions or other
transactions prohibited by Executive Order (E.O.) 14066 or E.O. 14068.

Several companies providing the ‘'exchange of communications over the Internet’ have reduced their business
in Russia, or ceased altogether.

Internet backbone companies Cogent and Lumen said that they were ending data transfers to Russia,

although the latter business appears to still be connected.

The London Internet Exchange (LINX) disconnected Russian telecoms companies Megafon and Rostelecom.

Cisco, Google, Microsoft, and Oracle have also suspended work in the country, along with Apple, Ericsson,

PayPal, Mastercard, and Visa. Amazon Web Services has stopped accepting new customers in Russia and

Belarus.

But content delivery network (CDN), Edge, and web infrastructure companies Cloudflare and Akamai this
week said that they would continue to operate in Russia, arguing that Russian citizens need access to the

Internet.

While the Ukrainian government has called on organizations like RIPE NCC and ICANN to help disconnect
Russia from the global Internet, human rights groups note that access to free information could be more
valuable than economic harm.
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“This is exactly what Access Now, Human Rights Watch, Electronic Frontier Foundation, Article 19, and 50+
global, regional & local orgs & individuals from Russia, Ukraine, etc. have been asking for,” Access Now tech-
legal counsel Natalia Krapiva said.

“The US Treasury decision helps Russian independent media, human rights defenders & anti-war protesters
who have been relying on US technologies to report on & oppose Russian aggression in Ukraine to continue
their work & communicate & organize in a safer way."

Krapiva previously criticized Namecheap, Slack, and Mailchimp for dropping services to all Russian
customers, including human rights groups and independent media. "What's your excuse now?," she said.
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