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US Treasury exempts Internet communication
providers from Russia sanctions

Prioritizes free flow of information following Ukraine invasion

April 11, 2022 
By:
Sebastian Moss
  Be the first to comment

The US Treasury has exempted the provision of Internet communication services from US sanctions against

Russia.

The move was welcomed by human rights and open access groups.

"The exportation or reexportation, sale, or supply, directly or

indirectly, from the United States or by US persons, wherever

located, to the Russian Federation of services, software,

hardware, or technology incident to the exchange of

communications over the Internet, such as instant messaging,

videoconferencing, chat and email, social networking, sharing

of photos, movies, and documents, web browsing, blogging,

web hosting, and domain name registration services, that is

prohibited by the RuHSR, is authorized," Bradley T. Smith, the

deputy director at the Office of Foreign Assets Control, said.

There are a few exceptions, however, such as working with certain Russian financial institutions or other

transactions prohibited by Executive Order (E.O.) 14066 or E.O. 14068.

Several companies providing the 'exchange of communications over the Internet' have reduced their business

in Russia, or ceased altogether.

Internet backbone companies Cogent and Lumen said that they were ending data transfers to Russia,

although the latter business appears to still be connected.

The London Internet Exchange (LINX) disconnected Russian telecoms companies Megafon and Rostelecom.

Cisco, Google, Microsoft, and Oracle have also suspended work in the country, along with Apple, Ericsson,

PayPal, Mastercard, and Visa. Amazon Web Services has stopped accepting new customers in Russia and

Belarus.

But content delivery network (CDN), Edge, and web infrastructure companies Cloudflare and Akamai this

week said that they would continue to operate in Russia, arguing that Russian citizens need access to the

Internet.

While the Ukrainian government has called on organizations like RIPE NCC and ICANN to help disconnect

Russia from the global Internet, human rights groups note that access to free information could be more

valuable than economic harm.
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"This is exactly what Access Now, Human Rights Watch, Electronic Frontier Foundation, Article 19, and 50+

global, regional & local orgs & individuals from Russia, Ukraine, etc. have been asking for," Access Now tech-

legal counsel Natalia Krapiva said.

"The US Treasury decision helps Russian independent media, human rights defenders & anti-war protesters

who have been relying on US technologies to report on & oppose Russian aggression in Ukraine to continue

their work & communicate & organize in a safer way."

Krapiva previously criticized Namecheap, Slack, and Mailchimp for dropping services to all Russian

customers, including human rights groups and independent media. "What’s your excuse now?," she said.

 Subscribe to our daily newsletters

Further reading

Tags

Human Rights Watch 
 Russia 
 US Treasury Department 
 Russia-Ukraine war 
 Natalia Krapiva 
 E

*Email: *Country:

Select...

*I have read and agree to the Terms and Conditions and Privacy Policy
Yes, I agree

Submit

How Russia took over the
Internet in Crimea and Eastern
Ukraine

25 Feb 2022

Ukraine invasion brings Internet
governance neutrality question
into focus

03 Mar 2022

DCD podcast: Understanding
Internet connectivity in Ukraine &
Russia, with Kentik's Doug
Madory

11 Mar 2022

https://twitter.com/natynettle/status/1512494908720009218
https://www.datacenterdynamics.com/en/news/human-rights-groups-independent-media-lose-service-after-namecheap-slack-and-mailchimp-drop-russian-customers/
https://www.datacenterdynamics.com/en/tags/human-rights-watch/
https://www.datacenterdynamics.com/en/tags/russia/
https://www.datacenterdynamics.com/en/tags/us-treasury-department/
https://www.datacenterdynamics.com/en/tags/russia-ukraine-war/
https://www.datacenterdynamics.com/en/tags/natalia-krapiva/
https://www.datacenterdynamics.com/en/tags/electronic-frontier-foundation/
https://www.datacenterdynamics.com/terms-and-conditions/
https://www.datacenterdynamics.com/privacy-and-cookie-policy/
https://www.datacenterdynamics.com/en/analysis/how-russia-took-over-the-internet-in-crimea-and-eastern-ukraine/
https://www.datacenterdynamics.com/en/analysis/ukraine-invasion-brings-internet-governance-neutrality-question-into-focus/
https://www.datacenterdynamics.com/en/news/dcd-podcast-understanding-internet-connectivity-in-ukraine-russia-with-kentiks-doug-madory/
https://www.datacenterdynamics.com/#facebook
https://www.datacenterdynamics.com/#twitter
https://www.datacenterdynamics.com/#linkedin
https://www.datacenterdynamics.com/#reddit
https://www.datacenterdynamics.com/#email
https://www.addtoany.com/share#url=https%3A%2F%2Fwww.datacenterdynamics.com%2Fen%2Fnews%2Fus-treasury-exempts-internet-communication-providers-from-russia-sanctions%2F&title=US%20Treasury%20exempts%20Internet%20communication%20providers%20from%20Russia%20sanctions%20-%20DCD
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsvNxeN0jp5l-Lhr4Pz5a7jAHESOK87CLLjjrJ0OOd5iYECg24tQTL7hlyquLcnY3Zv8MDx0YL6vu335yPTyMZRtSEZ1HiQSA_-xZt8t_aBml4NIc62-U4CMXkAuZvYIqPaEDflibFzvtGEB4V5l9KmwUotspzqdZoaMHrUA2xwQ5TkXVKoJFnCg0sMFhD5ekZr0sw6q_4fsbns5BrqrI6lwRFfj9Fpt4yZdtuR-ekRbAhfTjsr-Rzx-twzkr6eU5-4qcSBNkEChsWPI9MYLwj_9MHIsAOmvbQW1je3ezn8am9hCR3YrPJ2D0iHy7ZH6MXRn-252Q1qADw4DsBrQjNBT3p0Xq5Om0UMkiikGjtxYqvHUekmRDYGJQr0dsXXke49zpdl9lg&sai=AMfl-YQDOmjBRxp6TpvtHaq82Ns16NqxgJA21nVbVuPFlH0CREZ2c3RP4ai7JMSUJBTETUZJTmpGEijNVz93QM3WxmLjCoGO6oB2KmjW-nZ7ueHB7srxgnd-F_k31tZWgirjr7VBYDG5zjLi8KTDUk8rzg&sig=Cg0ArKJSzD3JFUQ89RoX&fbs_aeid=[gw_fbsaeid]&adurl=https://cdtechno.com/plp-dcd/


0 Comments 1 Login

LOG IN WITH OR SIGN UP WITH DISQUS 

Name

Start the discussion…

?

Sort by Best ⥅

Be the first to comment.

Subscribe✉ Privacy🔒 Do Not Sell My Data⚠



Resources

The Edge business case

Multimode fiber: the Fact File

27 Oct 2022

Risk management for flat roof specification in
mission critical environments

18 Oct 2022

Automated Infrastructure Management (AIM):
the fact file

18 Oct 2022

More

https://disqus.com/home/inbox/
https://help.disqus.com/customer/portal/articles/466259-privacy-policy
https://disqus.com/data-sharing-settings/
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjssNuBdLue5yHbnJCYGCOEYP9k17LNJjXpHyPy7sQxw5ljbP-OXjLuWS3vpjVmCM9rtJmdte0AjqhB0IZ_tqxrl2fuxK75VXiZTmuhrP6fn35bXsCVHFf5Ok46VRUHCXdaIoMQSNBALMcWHhg-E8tniI6U2uYEarSI8d4qBdPhTBd11_TXvrHmPvnRlYPexPuOXkFe4sugTgbYe-5rT5RFqzPILqXP3Ri_fqnqkhAqIGZoT8sCLwT0d6HPkl7Uzwzwrs_qKXGmdNEPVhXviTUEsaZWWpTy0uqO3afmopHyeYpTPg02iSqTYyvoHpqje7B0sAN8FoF4u98Fjp65N8ZYhQRq6nBpZjwJjMc_d_6GUAFTjGdPdqRSvFCiAN5vZOzLQ&sai=AMfl-YQAfTgUt84YauU2acnzDcX_BWSuP27_jFvSY3bEJiNXz0a0VfoU9AZCcxpY7auLNupTeYAnO30ZfkqoaXK8AW8J0Cz3uGBLVioGIaVhJwTCaEQnCf2Xx1y6Oa7dVosA11zb_mkRiBGxLwHU7LwBD68&sig=Cg0ArKJSzIUY2R-EPZOA&fbs_aeid=[gw_fbsaeid]&adurl=https://cdtechno.com/plp-dcd/&nm=2
https://www.datacenterdynamics.com/en/whitepapers/edge-ebook1/
https://www.datacenterdynamics.com/en/whitepapers/multimode-fiber-the-fact-file/
https://www.datacenterdynamics.com/en/whitepapers/risk-management-for-flat-roof-specification-in-mission-critical-environments/
https://www.datacenterdynamics.com/en/whitepapers/automated-infrastructure-management-aim-the-fact-file/
https://www.datacenterdynamics.com/en/whitepapers/
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjst7ukhBQC6lfXcEenRoyyVbsS38sJSvkUv_tS5lO0kFLjaQfcOQRsPqi4znqa8bcTuzY1KKFTq_i1o-Yo5P5xT_ZE1A6DmE9UWF2lBvoTvZ55VTkKyzQt93mF1gc0ACMBV72NdTJcg_74AVmuURUFcCQtCa4bqvE2VeQPwlnwMnl8X-piWm9dBDYMmTs-lCiwMnJMY-7BQB_h72GwfBZVjOd2QPeQkNRLfeyJz77hVs9bFLnuMuFWupQS26fCLLL5IHbsRQq5ULzuQkGrEquO6o7qChq_4DOmFotLGiP3-tfuOeK2Rw_BIBLjfQ-NyGBNLK372ayW9W_YectUlJnpjH4v0hhHUU8iIBUUGc8hxlvw2jNwBsR_oKyzGEssbWOSUy&sai=AMfl-YRJJmVs-Ax45sRMNTInWDZ6yk_M6OVF_OSWfpykG-tnmCG_3c_I6q9s-nAy-Ls7aIf3cElobG8B0dvMjG22KsuI82DN-G6f1u_b4d_5-02MHczMFbetSRmUa-Qmp9t8ONtuYw&sig=Cg0ArKJSzBmoSH-KbWCt&fbs_aeid=[gw_fbsaeid]&adurl=https://www.hmvengineering.com/date-centre


Trending Stories

Browse by Topic

Business Operations

 Construction & Site Selection

 Investment / M&A

 Standards & Regulations

 Workforce & Skills

Cooling

Critical Power

 Grid Level

 Rack Level

Connectivity

 Carrier Networks

 Networking

IT Hardware

Sectors

 Cloud & Hyperscale

 Colocation & Wholesale

 Edge & IoT

 Enterprise

 Government

 HPC & Quantum

Watch now: Digitized power systems case study
with T5 & Schneider Electric

*Email:

*Country:

Select...

Get the latest news in your inbox:
Global (Daily)
EMEA (Weekly)
North America (Weekly)

Asia (Every two weeks)
Hyperscale (Monthly)
Sustainability (Monthly)
Power & Cooling (Monthly)

Edge (Monthly)
Workforce & Skills (Monthly)

*I have read and agree to the Terms and
Conditions and Privacy Policy

Yes, I agree

Submit

Google officially launches Equiano subsea
cable

1

BT workers to strike again in October with
four dates planned

2

Aer Lingus seeks compensation for data
center chaos that cancelled flights

3

Oracle lays off more than 200 California-
based workers

4

South Korea's government to grill Kakao
after data center fire cripples key services

5

https://www.datacenterdynamics.com/en/topics-and-tech/
https://www.datacenterdynamics.com/en/topics-and-tech/business-operations/
https://www.datacenterdynamics.com/en/topics-and-tech/business-operations/construction-site-selection/
https://www.datacenterdynamics.com/en/topics-and-tech/business-operations/investment-ma/
https://www.datacenterdynamics.com/en/topics-and-tech/business-operations/standards-regulations/
https://www.datacenterdynamics.com/en/topics-and-tech/business-operations/workforce-skills/
https://www.datacenterdynamics.com/en/topics-and-tech/cooling/
https://www.datacenterdynamics.com/en/topics-and-tech/critical-power/
https://www.datacenterdynamics.com/en/topics-and-tech/critical-power/grid-level/
https://www.datacenterdynamics.com/en/topics-and-tech/critical-power/rack-level/
https://www.datacenterdynamics.com/en/topics-and-tech/connectivity/
https://www.datacenterdynamics.com/en/topics-and-tech/connectivity/carrier-networks/
https://www.datacenterdynamics.com/en/topics-and-tech/connectivity/networking/
https://www.datacenterdynamics.com/en/topics-and-tech/it-hardware/
https://www.datacenterdynamics.com/en/topics-and-tech/sectors/
https://www.datacenterdynamics.com/en/topics-and-tech/sectors/cloud-hyperscale/
https://www.datacenterdynamics.com/en/topics-and-tech/sectors/colocation-wholesale/
https://www.datacenterdynamics.com/en/topics-and-tech/sectors/edge-iot/
https://www.datacenterdynamics.com/en/topics-and-tech/sectors/enterprise/
https://www.datacenterdynamics.com/en/topics-and-tech/sectors/government/
https://www.datacenterdynamics.com/en/topics-and-tech/sectors/hpc-quantum/
https://www.datacenterdynamics.com/en/topics-and-tech/sectors/telecoms-5g/
https://www.datacenterdynamics.com/en/topics-and-tech/software/
https://www.datacenterdynamics.com/en/broadcasts/criticalpower/2022/episode2/#presentation
https://www.datacenterdynamics.com/terms-and-conditions/
https://www.datacenterdynamics.com/privacy-and-cookie-policy/
https://www.datacenterdynamics.com/en/news/google-officially-launches-equiano-subsea-cable/
https://www.datacenterdynamics.com/en/news/bt-workers-to-strike-again-in-october-union/
https://www.datacenterdynamics.com/en/news/aer-lingus-seeks-compensation-for-data-center-chaos-that-cancelled-flights/
https://www.datacenterdynamics.com/en/news/oracle-lays-off-more-than-200-california-based-workers/
https://www.datacenterdynamics.com/en/news/south-koreas-government-to-grill-kakao-after-data-center-fire-cripples-key-services/
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjstKKE0J7houDJYsd6_WxByj1bs38VKzsJ4ov-ojgn8oymYa5XOE0lw_rOs13Xiv6u0CJv2ttUW-3U3uskHgYPYhMxFR-76NS10WnmeSsDdwHOzfzM3dyBaReAtyur8dy1-GJm-tO4cfMKtlM9svhDYTWx4Oxb1EFXO_QEk9hVqawzYO22QcoNGOyisoFIUK51OO13SA2LwrMVNDQlHzLO9d3z206_CBpcTcylLosfTPp-Du-kiEdUn6Fefzq9pnhc8sJzmPYAx9EKOZsu-uiAjTXbUB2ZpMdgb4sxK9NHy1sVSyZMjENRkF0Wk0wzf1qWPgSlLALFy-_CUiqLvyOi6qachUYGlM2JshYjfKQlKOLtb2taOkHHhnpSF7CuVFjExQ&sai=AMfl-YQraqT1XhpRpbWrBkCzqz865L4quX1_L3h2v2lA0UP5OhbblYKSg56iOlzJ2ahcSZTwHY8NWwdU4-OHCpARp7Fq5y8XyvLlaL3RG2Q4XXftaD24-X0pl-Ktgp_qKAXdufI6&sig=Cg0ArKJSzGvFf1-fpxCC&fbs_aeid=[gw_fbsaeid]&adurl=https://www.pny.com/forms/professional/webinars/networking-virtual-event


Browse by Region

Africa

China

Europe

 Nordics

 UK & Ireland

Latin America

Middle East

North America

Asia Pacific

 Southeast Asia

 India

 Australasia

Space

Products
Broadcasts
Create a FREE DCD>Account today!
Podcasts

DCD>Academy
Global Awards 2022
CEEDA
Webinars

DCD Magazine
Newsletters

© 2022 DCD

Data Centre Dynamics Ltd (DCD), 296-300 St John St, London EC1V 4PA

Email. info@datacenterdynamics.com

 Telecoms & 5G

Security and Risk

 Cyber

 Outages

 Physical Security

Software

 AI & Analytics

 Infrastructure Management

Sustainability

Terms & Conditions Data Protection / Privacy Policy Our People What we do Office locations Working for us

https://www.datacenterdynamics.com/en/regions/
https://www.datacenterdynamics.com/en/regions/africa/
https://www.datacenterdynamics.com/en/regions/china/
https://www.datacenterdynamics.com/en/regions/europe/
https://www.datacenterdynamics.com/en/regions/europe/nordics/
https://www.datacenterdynamics.com/en/regions/europe/uk-and-ireland/
https://www.datacenterdynamics.com/en/regions/latin-america/
https://www.datacenterdynamics.com/en/regions/middle-east/
https://www.datacenterdynamics.com/en/regions/north-america/
https://www.datacenterdynamics.com/en/regions/asia-pacific/
https://www.datacenterdynamics.com/en/regions/asia-pacific/south-east-asia/
https://www.datacenterdynamics.com/en/regions/asia-pacific/india/
https://www.datacenterdynamics.com/en/regions/asia-pacific/australasia/
https://www.datacenterdynamics.com/en/regions/space/
https://www.datacenterdynamics.com/en/broadcasts/
https://www.datacenterdynamics.com/en/create-account/
https://www.datacenterdynamics.com/en/podcasts/
https://www.datacenterdynamics.com/en/dcd-academy/
https://www.datacenterdynamics.com/en/awards/global-awards/2022-global/
https://www.datacenterdynamics.com/en/ceeda/
https://www.datacenterdynamics.com/en/dcd-debates/
https://www.datacenterdynamics.com/en/magazines/
https://www.datacenterdynamics.com/en/dcd-downloads/dcd-newsletters/
https://www.linkedin.com/company/datacenterdynamics
mailto:info@datacenterdynamics.com
https://www.datacenterdynamics.com/en/topics-and-tech/sectors/telecoms-5g/
https://www.datacenterdynamics.com/en/topics-and-tech/security-and-risk/
https://www.datacenterdynamics.com/en/topics-and-tech/security-and-risk/cyber/
https://www.datacenterdynamics.com/en/topics-and-tech/security-and-risk/outages/
https://www.datacenterdynamics.com/en/topics-and-tech/security-and-risk/physical-security/
https://www.datacenterdynamics.com/en/topics-and-tech/software/
https://www.datacenterdynamics.com/en/topics-and-tech/software/ai-analytics/
https://www.datacenterdynamics.com/en/topics-and-tech/software/infrastructure-management/
https://www.datacenterdynamics.com/en/topics-and-tech/sustainability/
https://www.datacenterdynamics.com/en/terms-and-conditions/
https://www.datacenterdynamics.com/en/data-protection-privacy-policy/
https://www.datacenterdynamics.com/en/management-team/
https://www.datacenterdynamics.com/en/what-we-do/
https://www.datacenterdynamics.com/en/office-locations/
https://www.datacenterdynamics.com/en/work-for-us/
javascript:void(0)

