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Pegasus is a spyware that can be installed on mobile phones and other devices running certain versions of iOS and

Pegasus

Android mobile operating systems. It was developed by the Israeli company NSO Group. The developers claim to 9
. . . N Y| Type Spyware, Malware
provide "technology to authorized governments that helps them combat terrorism and crime."'*), they also
published fragments of the terms of use, requiring customers to use Pegasus only for criminal and national security Author NSO Group
purposes. NSO Group also claims to be attentive to the respect of human rights(2!. Operating iOS, Android
systems

As of March 2023, Pegasus users could remotely 31nstall spyware on iOS versions prior to 16.0.3 using an exploit License proprietary and commercial
that did not require the victim to click on a link[3], Pegasus's capabilities may change over time due to software software

updates, but it is typically capable of reading text messages, tracking calls, collecting passwords, tracking location,
accessing the target device's microphone and camera, and collecting information from applications[4][5]. The
spyware is named after Pegasus, a winged horse from Greek mythology[G].

C;D Media files on Wikimedia Commons

Citizen Lab and Lookout Security published the first publicly available results of a technical analysis of Pegasus in August
2016 after they discovered it during a failed attempt to spy on the human rights defender's iPhone.l”] Subsequent
investigations into Pegasus by Amnesty International, Citizen Lab and others, have attracted significant media attention. The
most notable was an investigation in July 2021 that revealed 50,000 phone numbers that were reportedly selected by
customers of the Pegasus development company for remote surveillance of their owners[819]
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Detection

The use of Pegasus for iOS was discovered in August 2016. Arab human rights activist Ahmed Mansour received a text message promising to reveal "secrets" about
torture taking place in prisons in the United Arab Emirates, followed by a link. Mansour sent the link to the University of Toronto's Citizen Lab, which conducted an
investigation in collaboration with Lookout and found that it was a social engineering hacking attempt. If Mansoor had clicked on the link, the malware would have
hacked his phone and infiltrated it, performing a jailbreak (bypassing the phone's operating system's security restrictions to gain full, direct access to data and
devices)[w].

Citizen Lab and Lookout discovered that the link downloads software that exploits three previously unknown and unpatched zero-day vulnerabilities in ios!7], According
to their analysis, the software can jailbreak iPhones by opening a malicious address. The software installs itself and collects all messages and locations of the targeted
iPhones. The software can also collect Wi-Fi passwords[n]. Researchers noticed that the software code in the promotional materials refers to a product by NSO Group
called “Pegasus”[u]. Pegasus was previously discovered as a result of a leak of Hacking Team records: it was reported that the software was supplied to the Panamanian
government in 2015131, Citizen Lab and Lookout notified the Apple security team, which fixed the vulnerabilities within ten days and released an update for iost4l. A
similar patch for macOS was released six days later(:],

Lookout released a report on the potential prevalence of Pegasus, stating that the software has been in the internet space for a long time, as there are versions of it for iOS
7 released in 2013161, The newspapers New York Times and The Times of Israel reported that the United Arab Emirates apparently used this spyware as early as

20137181191 1t was used in Panama by former President Ricardo Martinelli from 2012 to 2014, who established the National Security Council for its
usel201(21](22][23]
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Opportunities

Pegasus infects iPhone and Android devices via SMS, WhatsApp, iMessage and possibly other channels. It allows to extract messages, photos and email correspondence,
contacts and GPS data, as well as record calls and secretly turn on microphone and cameral?4],

Technical details

The spyware can be installed on devices running certain versions of i0S, as well as on some Android devices[23], Pegasus is not a specific exploit, but rather a set of
exploits that exploit multiple vulnerabilities in the system. Infection vectors include clicking on links, the Photos app, and the Apple Music app and iMessage. Some of
the exploits used by Pegasus work without any interaction from the victim. It is reported that once installed, Pegasus can run arbitrary code, extract contacts, call logs,
messages, photos, web browsing history, and settings[ZG], as well as collect information from applications, including but not limited to communication applications

iMessage, Gmail, Viber, Facebook, WhatsApp, Telegram, and Skype.

After the release of the Lookout report in April 2017, Google researchers discovered malware for Android "presumably created by NSO Group Technologies" and named
it Chrysaor (Chrysaor, the brother of Pegasus in Greek mythology). According to Google, "Chrysaor is believed to be related to the Pegasus spyware.“[27]. Atthe 2017
Kaspersky Lab Security Analyst Summit, researchers reported that Pegasus is available not only for iOS, but also for Android. Its functionality is similar to the iOS
version, but the attack mode is different. The Android version is trying to get root access (similar to jailbreaking in iOS); if it fails, it asks the user for permissions that
will allow it to collect at least some data. At the time, Google stated that only a few Android devices were infected!28!,

Pegasus hides as much as possible and self-destructs in an attempt to destroy evidence if it cannot communicate with its command and control server for more than 60
days or if it is using the wrong device. Pegasus can also self-destruct on command!8_ 1f it is not possible to compromise the target device in simpler ways, Pegasus can
be installed by placing a wireless transceiver near the target device or gaining physical access to itl29],

Scandal

In July 2021, the press reported that authoritarian regimes were using Pegasus to hack the phones of human rights defenders, opposition journalists, and lawyers.
List of victims

The press has obtained a list of more than 50,000 phone numbers of people allegedly of interest to NSO Group clients. The origin of the list is unknown, as is whether
these phones were compromised using Pegasus[30]. Among the NSO client countries whose law enforcement agencies and intelligence services entered numbers into the
system are Azerbaijan, Bahrain, Hungary, India, Kazakhstan, Morocco, Mexico, the United Arab Emirates, Rwanda, and Saudi Arabia. In particular, the Pegasus program
was used to monitor the phones of two women close to the Saudi journalist Jamal Khashoggi, who was killed in October 2018131 The list also included the phone

numbers of Princess Latifa, the disgraced daughter of the ruler of Dubai, Mohammed Al Maktoum, and his ex-wife, Princess Haia al-Hussein[32],

Politicians

According to reports, the victims of Pegasus include about 600 government officials from 34 countries, including: President of Iraq Barham Saleh, President of South
Africa Cyril Ramaphosa, Prime Ministers of Pakistan, Egypt and Moroccol®3], According to the Parisian newspaper Le Monde, in 2017, Moroccan intelligence identified
the number used by French President Emmanuel Macron, which poses a risk of Pegasus infection[34135],

NSO position

NSO denies all the accusations. The company claims that Pegasus is designed to combat terrorism and crime, and has only been supplied to the military, police, and
intelligence agencies of countries that respect human rights. The company's statement claims that the accusations made by the French NGO Forbidden Stories and the
human rights group Amnesty International are based on incorrect assumptions and unconfirmed theories3%. On the NSO's English-language website, these claims were

described as slander[3¢!.

Application in different countries

Although it is stated that Pegasus is intended for use against criminals and terrorists3”]

critics and opponents[38]. The UN Special Rapporteur on Freedom of Opinion and Expression Irene Khan has stated that the use of spyware by abusive governments can
u[39]

, it has also been used by both authoritarian and democratic governments to spy on

"contribute to extrajudicial executions, killings, and enforced disappearances of people

This section needs to be updated.

Please improve (https://ru.wikipedia.org/w/index.php?title=Pegasus_(%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%B
E%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5)&action=edit) and complete the section. (23
September 2023)

AL
(%) (,
o

Germany

Pegasus is used by the Federal Criminal Police Office of Germany (BKA). The BKA acquired Pegasus in 2019 in a "maximum secrecy" environment, despite the
opposition of the organization's legal council. Later, the use of Pegasus by the BKA was revealed by the German medial®l. Sources in German security services have
told reporters that the German version of Pegasus spyware has built-in protections to prevent abuse and comply with EU privacy laws, but officials have not publicly

confirmed or commented on this41.

In February 2023, independent Russian journalist and Putin critic Galina Timchenko was in Berlin when her iPhone was infected by Pegasus[41][42][43].
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Ukraine has been seeking to obtain Pegasus since at least 2019 to counter the growing threat of Russian aggression and espionage. However, Israel has imposed an almost
complete ban on the sale of weapons to Ukraine (which also includes cyberespionage tools), fearing it would damage Israel's international relations with Russia. In
August 2021, as Russian troops were moving towards the Ukrainian border, Israel once again rejected a request from the Ukrainian delegation to obtain Pegasus.
According to a Ukrainian official familiar with the matter, Pegasus could provide crucial support to Ukraine’s efforts to monitor Russia’s military activities. After the
events of February 2022, Ukrainian officials have criticized Israel’s lackluster support for Ukraine and its efforts to maintain friendly relations with Russial44.

Other countries

In May 2024, it was reported that the phones of several Belarusian and Russian political exiles living in the European Union, including Andrey Sannikov and Natalia
Radina, had been infected with Pegasus[45].

Skepticism about the Bug Bounty program

Apple has a Bug Bounty program that pays rewards for reporting vulnerabilities in its software to prevent the sale of exploits on the black market. After numerous reports
of vulnerabilities in Apple products, critical journalists have suggested that the company's reward system is inadequate to protect users. Russell Brandom of The Verge He
stated that the maximum reward amount is \$200,000, which is "only a fraction of the millions that are regularly spent on iOS exploits on the black market." He goes on
to question why Apple "doesn't invest in fixing security vulnerabilities," but also notes that "after the [Pegasus] vulnerabilities were discovered, Apple fixed them, but
there were still many other errors in their software. While spyware companies view the purchase of an exploit as a one-time payment for years of access, Apple's reward
should be paid every time a new vulnerability is discovered."

Brandom also wrote: "The same researchers who participate in Apple's bug bounty program could earn more money by selling the same findings to an exploit

broker,"[46],
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