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Configuring IPv6 so that it won't cause problems with certain operating systems isn't

difficult.

More Sponsored Newsletters Forums Resource Library

Learn More For FREE

Put Your HR on Autopilot

Discover the latest resource
center

from Bambee:

How to disable IPv6 through GRUB in Linux | TechRepublic https://www.techrepublic.com/article/how-to-disable-ipv6...

1 of 11 7/24/22, 14:04

https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsvd7bIdMt1kz2wpfPr6NuuaEoD8vVkWDrq2F8dqeieyfk6cTUni2xJXuOZWFHUgtBrE5t1ijo6ErOe487ojNu3ajAJaPYRHdniK7eJBSn8M2eW2mfItLHNA_pDzMDytF16NtWG_GBk4mWcPBuPMjxHssremh-9CizueSr0wBK3pVU7Jr5g1paxRl6u0xjopLnRybyM91jlvoGPoeXxlwEU9zBJ8-ZvSiGZzgTCah9D9pZ5ph5cD6NHp2A53IedES4urxF1n5be_gx3bRclbhHR9WZVsTVlxQoIdt75rdb6hDRFvFdcDlT1bhc-2I3CkjEtzxstouKKHNKa5imtxnGKeHQCbW807lJ1TIcXexZhQwjInWPddI3x6mDrCES7nKDMjNygJ4TA&sai=AMfl-YRqGRiCrP7MNbqLItxISizFvuJgV0BxNzBpQjLZ_1efUWX0tQ366r91bi61C3qWx8jA5ayLorrYs-fFq6NkyJvlEfUegzP5LqDppGQl0GNHgTwhxX68J_GgG8wVAf0p&sig=Cg0ArKJSzPkCk1xs3giz&fbs_aeid=[gw_fbsaeid]&adurl=https://i.melissa.com/banners-ta-dirty-laundry-722
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsvd7bIdMt1kz2wpfPr6NuuaEoD8vVkWDrq2F8dqeieyfk6cTUni2xJXuOZWFHUgtBrE5t1ijo6ErOe487ojNu3ajAJaPYRHdniK7eJBSn8M2eW2mfItLHNA_pDzMDytF16NtWG_GBk4mWcPBuPMjxHssremh-9CizueSr0wBK3pVU7Jr5g1paxRl6u0xjopLnRybyM91jlvoGPoeXxlwEU9zBJ8-ZvSiGZzgTCah9D9pZ5ph5cD6NHp2A53IedES4urxF1n5be_gx3bRclbhHR9WZVsTVlxQoIdt75rdb6hDRFvFdcDlT1bhc-2I3CkjEtzxstouKKHNKa5imtxnGKeHQCbW807lJ1TIcXexZhQwjInWPddI3x6mDrCES7nKDMjNygJ4TA&sai=AMfl-YRqGRiCrP7MNbqLItxISizFvuJgV0BxNzBpQjLZ_1efUWX0tQ366r91bi61C3qWx8jA5ayLorrYs-fFq6NkyJvlEfUegzP5LqDppGQl0GNHgTwhxX68J_GgG8wVAf0p&sig=Cg0ArKJSzPkCk1xs3giz&fbs_aeid=[gw_fbsaeid]&adurl=https://i.melissa.com/banners-ta-dirty-laundry-722
https://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.techrepublic.com%2Farticle%2Fhow-to-disable-ipv6-through-grub-in-linux%2F&t=How+to+disable+IPv6+through+GRUB+in+Linux
https://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.techrepublic.com%2Farticle%2Fhow-to-disable-ipv6-through-grub-in-linux%2F&t=How+to+disable+IPv6+through+GRUB+in+Linux
https://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.techrepublic.com%2Farticle%2Fhow-to-disable-ipv6-through-grub-in-linux%2F&t=How+to+disable+IPv6+through+GRUB+in+Linux
https://www.facebook.com/sharer.php?u=https%3A%2F%2Fwww.techrepublic.com%2Farticle%2Fhow-to-disable-ipv6-through-grub-in-linux%2F&t=How+to+disable+IPv6+through+GRUB+in+Linux
https://www.linkedin.com/sharing/share-offsite/?url=https%3A%2F%2Fwww.techrepublic.com%2Farticle%2Fhow-to-disable-ipv6-through-grub-in-linux%2F
https://www.linkedin.com/sharing/share-offsite/?url=https%3A%2F%2Fwww.techrepublic.com%2Farticle%2Fhow-to-disable-ipv6-through-grub-in-linux%2F
https://www.linkedin.com/sharing/share-offsite/?url=https%3A%2F%2Fwww.techrepublic.com%2Farticle%2Fhow-to-disable-ipv6-through-grub-in-linux%2F
https://www.linkedin.com/sharing/share-offsite/?url=https%3A%2F%2Fwww.techrepublic.com%2Farticle%2Fhow-to-disable-ipv6-through-grub-in-linux%2F
https://twitter.com/intent/tweet?text=How+to+disable+IPv6+through+GRUB+in+Linux+https%3A%2F%2Fwww.techrepublic.com%2F%3Fp%3D66093+via+%40techrepublic
https://twitter.com/intent/tweet?text=How+to+disable+IPv6+through+GRUB+in+Linux+https%3A%2F%2Fwww.techrepublic.com%2F%3Fp%3D66093+via+%40techrepublic
https://twitter.com/intent/tweet?text=How+to+disable+IPv6+through+GRUB+in+Linux+https%3A%2F%2Fwww.techrepublic.com%2F%3Fp%3D66093+via+%40techrepublic
https://twitter.com/intent/tweet?text=How+to+disable+IPv6+through+GRUB+in+Linux+https%3A%2F%2Fwww.techrepublic.com%2F%3Fp%3D66093+via+%40techrepublic
https://www.techrepublic.com/meet-the-team/us/jack-wallen/
https://www.techrepublic.com/meet-the-team/us/jack-wallen/
https://www.techrepublic.com/meet-the-team/us/jack-wallen/
https://www.techrepublic.com/meet-the-team/us/jack-wallen/
https://www.techrepublic.com/meet-the-team/us/jack-wallen/
https://www.techrepublic.com/topic/networking/
https://www.techrepublic.com/topic/networking/
https://www.techrepublic.com/rssfeeds/topic/networking/
https://www.techrepublic.com/rssfeeds/topic/networking/
https://www.techrepublic.com/rssfeeds/topic/networking/
https://www.techrepublic.com/rssfeeds/topic/networking/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/
https://www.techrepublic.com/sponsored/
https://www.techrepublic.com/sponsored/
https://www.techrepublic.com/sponsored/
https://www.techrepublic.com/newsletters/
https://www.techrepublic.com/newsletters/
https://www.techrepublic.com/newsletters/
https://www.techrepublic.com/forums/
https://www.techrepublic.com/forums/
https://www.techrepublic.com/forums/
https://www.techrepublic.com/resource-library/
https://www.techrepublic.com/resource-library/
https://www.techrepublic.com/resource-library/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/
https://www.techrepublic.com/premium/


Recently I came into a situation where all of my virtual machines were failing to reach the

WAN. After some troubleshooting, I discovered that, for whatever reason, an update to the

router on my network was causing the failure. The issue stemmed from an improperly

configured IPv6 issue in the firmware of the networking hardware. But what was I to do?

Wait for the provider to send out an update to fix the issue? No. Instead, I disabled IPv6 in

my virtual machines. Otherwise, they’d be non-functional until the provider pushed an

update, which, knowing the provider, could take far too much time. However, I had various

Linux distributions as virtual machines, which meant I had to take care of each VM using a

different method.

Networking: Must-read coverage

Best network monitoring software and tools 2022

5 programming languages network architects should learn (free PDF)

Behind the scenes: A day in the life of a database administrator

3 essential productivity-boosting resources for network admins (TechRepublic Premium)

Disabling IPv6 in Linux isn’t terribly challenging. There are a number of ways to do this in

Linux. One way is in Red Hat-based systems, using the sysctl command. Another way can

be found in Debian-based systems, by editing the /etc/sysctl.conf file (see How to disable

IPv6 on Linux for more information on these two methods).

However, I found a more reliable method that works on all Linux distributions that use the

GRUB bootloader. This method requires sudo access, the editing of a file, and the running

of a command, but it’s worth learning should you find yourself in a similar situation, and you

run a variety of Linux distributions.

SEE: Configuration management policy (Tech Pro Research)

Editing the GRUB file

The file in question is /etc/default/grub. Open that file in your favorite text editor (such as

with the command sudo nano /etc/default/grub). Within that file, you’ll see two lines:
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GRUB_CMDLINE_LINUX_DEFAULT=""

GRUB_CMDLINE_LINUX=""

You might find that the first line looks like:

GRUB_CMDLINE_LINUX_DEFAULT="quiet splash"

The quiet splash entry silences all kinds of information from displaying on the screen at

boot.

Edit the above lines to reflect the following:

GRUB_CMDLINE_LINUX_DEFAULT="ipv6.disable=1"

GRUB_CMDLINE_LINUX="ipv6.disable=1"

or

GRUB_CMDLINE_LINUX_DEFAULT="ipv6.disable=1 quiet splash"

GRUB_CMDLINE_LINUX="ipv6.disable=1"

Save and close that file.

Updating GRUB

Now we must update the GRUB bootloader, otherwise the system will not notice the

changes. Go back to the terminal window and issue the following command:

sudo update-grub

Once that command completes, reboot your machine (or virtual machine), and IPv6 will be

disabled during the boot process. If you were having networking issues, due to ill-

configured IPv6 on a router, your Linux machine should no longer have any problems

reaching the WAN.

A fix that shouldn’t be needed

This type of fix shouldn’t be needed. Unfortunately, some providers haven’t figured out how

to configure IPv6 so that it won’t cause problems with certain operating systems. If you fall
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into that category, you might find the only solution is disabling IPv6, until said provider

pushes an update that fixes the problem they created. Once IPv6 is operational, you can

simply reverse this process (removing the ipv6.disable=1 entries), rerunning sudo update-

grub, and rebooting.

Also See

• How to install the Netdata Monitor on Ubuntu 18.04 (TechRepublic)

• Why TENS is the secure bootable Linux you need (TechRepublic)

• How to monitor your data center Linux server with osquery (TechRepublic)
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