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Wireshark is a powerful tool for analyzing network traffic and protocols. With the help of Wireshark, you can capture network traffic and search

within the captured traffic. Wireshark's great features and ease of use make it one of the most popular network traffic analysis tools among

network and security professionals. In this article, we try to teach you How to Use Wireshark in Nmap. It should note that you can visit the

packages available in Eldernode if you want to buy aVPS server.
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ports. So we ask you to join us in this article with How to Use Wireshark in Nmap tutorial.

Recommended Article: Introduction Nmap Tool And Check Its Applications

| wireshark applications

Wireshark can be used for the following:
1- Troubleshooting and debugging in the network

2- Testing security problems

3- Analysis and development of protocols
4- Performing hacking operations

5- Network and security training
| use wireshark in Nmap

The important point to note in this section is that in this section, work is done with the IP address (192.168.1.102). This is common for Windows

and Linux devices. So you can distinguish them by your MAC address. In the following, we will introduce you to the different sections on how to use

Wireshark in Nmap. Please join us.

How TCP Scan works

TCP Scan scans the TCP port like ports 21, 22, 23, 445. It should note that this scan ensures listening to the (open) port via a three-way manual
connection between the source port and the destination port. After doing this, if the port is open, the source requests with the SYN packet, sends
the SYN response destination, the ACK packet, and then the ACK packet source. Finally, the source again sent RST, ACK packets.

You can type the NMAP command to scan TCP as shown below. Also start the Wireshark on the other side to get the package:

nmap -sT -p 445 192.168.1.102

As you can see in the image below, executing the above command indicates that port 445 is open.

:~# nmap -sT -p 445 192.168.1.102

ting Nmap 7.50 ( https://nmap.org ) at 2017-08-18 02:05 EDT
Nmap scan report for 192.168.1.102
Host is up (0.087s latency)

PORT STATE SERVICE
445/tcp open microsoft-ds
MAC Addr 32:EE: 02 (Intel Corporate)

noded

Nmap done: 1 IP address (1 host up) scanned in 13.39 seconds

At this point, you can look over the sequence of packet transfer between source and destination captured through Wireshark.
1. Source sent SYN packet to the destination

2. Destination sent SYN, ACK to source

3. Source sent ACK packet to the destination

4. Source again sent RST, ACK to destination

\ lip.addr ==192.168.1.113 X '] Expression..  +

No. Time Source Destination Prot Lengt! Info
129 37.411.. 192.168.1.113 192.168.1.102 T. 74 52944 — 445 [SYN] Seq=0 Win=29200 Len=0 MSS=146
132 37.415.. 192.168.1.102 192.168.1.113 T.. 74 445 - 52944 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len
133 37.415.. 192.168.1.113 192.168.1.102 T.. 66 52944 — 445 [ACK] Seq=1 Ack=1 Win=29312 Len=0 T
134 37.415.. 192.168.1.113 192.168.1.102 T.. 66 52944 — 445 [RST, ACK] Seq=1 Ack=1 Win=293
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At this point, you can check the network traffic for the close port. If the scan port is closed, then a 3-way handshake connection would not be
possible between source and destination. The source sends the Syn Pack, and if the port is closed, the receiver sends a response via RST, ACK.

You can use the following command for TCP scan as well as start Wireshark on another hand to capture the sent Packet:

nmap -sT -p 3389 192.168.1.102

As you can see in the image below, port 3389 is closed.

:~# nmap -sT -p 3389 192.168.1.102

Starting Nmap 7.50 ( https://nmap.org ) at 2017-08-18 03:54 EDT
Nmap scan report for 192.168.1.102
Host is up (0.049s latency).

PORT STATE SERVICE
3389/tcp closed ms-wbt-server
MAC Address: ©C:D2:92:82:EE:02 (Intel Corporate)

nodeP

Nmap done: 1 IP address (1 host up) scanned in 13.59 seconds

Now here you can Look over the sequence of packet transfer between source and destination captured through Wireshark.

ip.addr == 192.168.1.102 B0 -| Expression.. +

Destination Proto Length Info
192.168.1.102 TCP 74 45014 — 3389 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM=1..

192.168.1.113 TCP 60 3389 — 45014 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

eldernod:

| How Stealth Scan works

SYN Scan is one of the most popular scans. This type of scan can be done easily and quickly and scans thousands of ports every second. It is also
relatively typical and stealthy since it never completes TCP connections. Note that the port is also open if an SYN packet (without ACK flag) is
received in response. Note that this scan is referred to as half-open scanning because you do not open the full TCP connection.

Like the following command, you can scan the NMAP instruction for TCP. You can also start Wireshark on the other side to record the packet sent:
nmap -sS -p 22 192168.1.102

By executing the above command, you will see that port 22 is open.

:~# nmap -sS -p 22 192.168.1.102

Starting Nmap 7.50 ( https://nmap.org ) at 2017-08-18 04:10 EDT
Nmap scan report for 192.168.1.102
Host is up (0.046s latency).

PORT STATE
22/tcp open
MAC Address

nodeP

Nmap done: 1 IP address (1 host up) scanned in 13.63 seconds

In the image below you can see a sequence of packet transfers between source and destination taken via Wireshark.
1. Source sent SYN packets to the destination
2. Destination sent SYN, ACK packets to the source

3. Source sent RST packets to the destination

https://blog.eldernode.com/how-to-use-wireshark-in-nmap/

2/13/23, 16:19
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\ » [ip.addr ==192.168.1.102 [X] '1 Expression.. +

Destination Proto Length Info

192.168.1.102 TCP 58 65008 — 22 [SYN] Seq=0 Win=1024 Len=0 MSS=1460
192.168.1.113 TCP 60 22 ~ 65008 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460
192.168.1.102 TCP 54 65008 — 22 [RST] Seq=1 Win=0 Len=0

eldernod:

Now you need to scan the NMAP instruction using the following command for TCP. Note that you must start the Wireshark on the other side to

record the packet sent.
nmap -sS -p 3389 192.168.1.102

As you can see in the image below, port 3389 is closed.

192.168.1.102

) at 2017-08-18 04:07 EDT

3389/tcp closed m t-server
MAC Addr \C: ):E0:47:89 (Liteon Technology)
) node¥

Nmap done: addre (1 host up) anned in 13.62 ond

You will see the following image carefully:
1. Source sent SYN packets to the destination

2. Destination sent RST, ACK packets to the destination

Ba® O X0 Q « » 0 1« » = @ Q Q E
\.‘ip.addr ==192.168.1.102 [X] '1 Expression.. +

Destination Proto Length Info
192.168.1.102 TCP 58 57273 — 3389 [SYN] Seq=0 Win=1024 Len=0 MSS=1460

192.168.1.113 TCP 60 3389 — 57273 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

elder

How Fin Scan works

In this section, we will introduce the FIN packet. Note that the FIN packet is using to terminate the TCP connection between the source and
destination ports after the complete data transfer. How to do this type of scan is as follows:

In the place of an SYN packet, Nmap starts a FIN scan by using a FIN packet.

If the port is open then no response will come from the destination port when the FIN packet is sent through source port.

Note: Fin-Scan is only workable in Linux machines and does not work on the latest version of windows.

As in the previous steps, you can type the following NMAP command for TCP scan as well as start Wireshark on another hand to capture the sent

Packet:
nmap -sF -p 22 192168.1.102

You will see that port 22 is open.

4 of 10 2/13/23, 16:19
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Starting Nmap 7.50 ( https://nmap.org ) at 2017-08-18 04:20 EDT
- akep- .1.102

PORT STATE VICE
22/tcp open|filtered
MAC Address: AC:E0:10:E0:47:89 (Liteon Technology)

nodeP

Nmap done: 1 IP addr (1 host up) scanned in 14.29 seconds

As you can see in the image below:
1. Source sent FIN packets to the destination

2. Destination sent no reply to the source

BA® alfiRE Qa«» Jes=EaaafF
&3

(A [ip.addr == 192.168.1.102 -| Expression..  +

Destination Proto Length Info

192.168.1.102 TCP 54 61722 — 22 [FIN] Seq=1 Win=1024 Len=0
192.168.1.102 TCP 54 61723 — 22 [FIN] Seq=1 Win=1024 Len=0

eldernodi

Scan the following instructions for TCP again and start Wireshark to record the packet sent:
nmap -sF -p 3389 192.168.1.102

As you can see, port 3389 is closed.

:~# nmap -sF -p 3389 192.16¢

Starting Nmap 7.50 ( https://nmap.org ) at 2017-08-18 04:22 EDT
Nmap n report for 192.168.1.102
Host is up (0.065s latency).

PORT STATE SERVICE
3389/tcp closed ms-wbt-s 2r
MAC Addr : AC:E0:10:E0:47:89 (Liteon Technology)
, nodeP

1 addre (1 host up) scanned in 13.62 seconds

Looking at the sequence of packet transfers between the source and destination received via Wireshark, you will see that:
1. Source sent SYN packets to the destination

2. Destination sent RST packets to the destination

Ba® O X @ O « » .Q &«

(]

Q q af
[X]

\ lip.addr ==192.168.1.102 '1 Expression.. +

Destination Proto Length Info
192.168.1.102 TCP 54 55637 - 3389 [FIN] Seq=1 Win=1624 Len=0

192.168.1.113 TCP 60 3389 — 55637 [RST, ACK] Seq=1 Ack=2 Win=0 Len=0

elder

How Null Scan works

In this section, we are going to explain the Null Scan to you. A Null Scan is a series of TCP packets which hold a sequence number of “zeros”
(0000000). Since there is no flag in this type of scan, the destination does not know how to respond to the request. For this reason, it destro

packet and does not send any response indicating that the port is open.

50f10 2/13/23, 16:19
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Packet:

nmap -sN -p 22 192.168.1.102

By executing the above command, you will see that port 22 is open.

:~# nmap -sN -p 22 192.168.1.102

Starting Nmap 7.50 ( https://nmap.org ) at 2017-08-18 04:26 EDT
Nmap report for 192.168.1.102
Host is up (0.071s

PORT STATE
22/tcp open|filtered
MAC Addre AC:E0:10:E0:47:89 (Liteon Technolog
NO
Nmap done: 1 IP address (1 host up) scanned in 14.17 seconds

As you can see in the image below:
1. Source sent Null packets to the destination

2. Destination sent no reply to the source

Bad® O X G Q « » 0 1« 3 =—| @ @ @ E
\ lip.addr ==192.168.1.102 [X] -| Expression.. +
Destination Proto Length Info
192.168.1.102 TCP 54 64878 — 22 [<None>] Seq=1 Win=1024 Len=0
192.168.1.102 TCP 54 64879 — 22 [<None>] Seq=1 Win=1024 Len=0
elder

Scan the following instructions for TCP again and start Wireshark to record the packet sent:

nmap -sN -p 3389 192.168.1.102

As you can see, port 3389 is closed.

:~# nmap -sN -p 3389 192.168.1.102

Starting Nmap 7.50 ( https://nmap.org ) at 2017-08-18 04:30 EDT
Nmap report for 192.168.1.102
Host is up (0.063s latency).

PORT STATE SERVICE
3389/tcp closed m
MAC Address: AC:E0:10:E0:47:89 (Liteon Technol

nodeP

Nmap done: 1 IP addr (1 host up) scanned in 13.63 seconds

Looking at the sequence of packet transfers between the source and destination received via Wireshark, you will see that:
1. Source sent Null (none) packets to the destination

2. Destination sent RST, ACK to source

BaAe® O X [E Q « » .0 |« »

i

@ Q@
[¥]

\ lip.addr ==192.168.1.102 '} Expression.. +

Destination Proto Length Info
192.168.1.102 TCP 54 62532 ~ 3389 [<None>] Seq=1 Win=1024 Len=0

192.168.1.113 TCP 60 3389 — 62532 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

elder
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Internet and displays them to the user. Wireshark has many capabilities and you can use it to check packages sent and received on the Internet. In

this article, we tried to teach you to step by step how to Use Wireshark in Nmap by giving an example.
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